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Aluminum Alloys
Commodity Information

* Aluminum alloys are used to make
millions of different products and
are very important to the world
economy

- Over 300 alloys with 50 in
common use

- Primary alloying elements are
copper, zinc, magnesium, silicon,
manganese, and lithium

* Not all aluminum alloys are
controlled

- Alloys in the ANSI 2000 and
7000 series are likely to meet the
ultimate strength specification

- Al2020-T6.Al2024-T81, ...
- AI7075-T6, Al7475-T61, ... Aluminum tubes
- Tubes and cylinders are common packaged for shipment
production forms
* Must consult the technical data
sheets for strength and form
specifications

Extruded
seamless
aluminum
tubing

Aluminum
billets
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Industrial Equipment Used in Nuclear
Weapon Manufacture and Testing

* Nuclear weapon component fabrication
- Machine Tools for fabrication and finishing
- Flow/Spin forming machines
- Isostatic Presses
- Furnaces
- Robots (high explosives handling)

* Test and Inspection
- Multistage Light Gas Guns (materials studies)
- Dimensional Inspection equipment
- Vibration Test equipment
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Switching Devices
Case Studies

*  1985: 800 krytrons exported to Israel
- Exported from the United States without a r@BT S M OSFET|
license ; _
* 1990: 40 krytrons for Iraq intercepted in London
- Falsely labeled as “air conditioning parts”
- Had been ordered from the United States by an |
Iragi front company in England called Euromac
*  2003: 44 solid-state, high speed switches bound
for Iran intercepted in Germany
- Unusually large order from German firm “CTC
Office Services” (domestic delivery)
- Behlke owner became suspicious and contacted
authorities
- Switches had been repacked, with computer
parts in same box
* 2004: 200 triggered spark gaps to Pakistan via
South Africa

- Asher Kamni pleaded guilty on April 6, 2005 to
arranging illegal export of nuclear-related

equipment

Asher Karni
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Accelerometers and Gyroscopes
Missile Use

These inertial
sensors have

been used in Aam ",:;':'wu 108
T ofy, i 18) -1
missile testing I\ onQRrSH 002 o4
and other
military
applications.
ACCELEROMETER GYROSCOPE

GENERAL STATEMENTS ABOUT CONTROLLED SENSORS
* The housings are well machined and rugged looking.

* Ship quantities are small, and calibration data is included.

* They are not common, and the cost is high.

* The g-range parameter will be much higher than 10.
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Accelerometers and Gyroscopes
Commercial Uses

* MEMS technology has dramatically
reduced the size and cost of inertial
sensors (see photo), sparking abundant
use in consumer electronics.

* Some MEMS sensors already meet
control limits, and that number will grow
as the technology advances.

High End
~Commercial Military &
o / Use Aerospace ' -

// / }f

;i 4
/
i

High End
Commercial —

Use

7~ Consumer

TGN =
Military & - N Electronics

o

Aerospace N

BEFORE MEMS AFTER MEMS
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Propulsion Systems (air-breathers)

Turbofan Engine Turbojet Engine
A newer type of cruise missile engine, An older type of cruise missile engine
similar to a turbojet. It consists of a consisting of a turbine-driven compressor
ducted fan with a smaller diameter that expels hot gases and produces a
turbojet engine mounted behind it that high-velocity jet in the exhaust plume.
powers the fan. Part of the air stream The momentum of the exhaust stream
from the ducted fan passes through the propels the missile forward.

turbojet where it is burnt to power the fan,
but the majority of the flow bypasses it
and produces most of the thrust.
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Bureau of Industry and Security

U.S. Department of Commerce
Where Industry and Security Intersect

Home About BIS Regulations Licensing Enforcement Compliance & Training

Export Administration Regulations
Regulations (EAR)

: Commerce Control List (CCL)
Regulations

ce Control List (CCL)

Export Administration il i

Regulations (EAR) Commerce Country Chart

Commerce Control LigCeeEig, e\

(ceL) Federal Register Notices

Commerce Control Lj
GPO's EAR:e-CFR
Index
Order a hard copy of the EAR
Commerce Country (J

Proposed Rule Public Comments
Search the EAR

Nuclear & Miscellaneous

B e e Materials, Chemicals,

Microorganisms and Toxins

GPO's EAR: e-CFR

2 Materials Processing
Order a hard copy of the 3 Electronics
EAR 4 Computers

5
CCL on the e-CFR Part Telecommunications

1

5

Regulations Links Part Information Security

Sensors and Lasers

e e Navigation and Avionics

(== | R | =2 | WO

Advisory Opinions Marine

g whether an export license is needed from the Department of Commerce is
he item you intend to export has a specific Export Control Classification

he ECCN is an alpha-numeric code, e.g., 3A001, that describes the item and E
requirements. All ECCNs are listed in the Commerce Control List (CCL)

to Part 774 of the EAR) which is available on the Government Printing Office
is divided into ten broad categories, and each category is further subdivided

www.bis.doc.gov/index.php/regulations/commerce-control-list-ccl [ | 'O -
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Policy Guidance Add'l Programs Reform

Commerce Control List
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& Components
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Components

Test, Inspection and
Production Equipment

Cl|Material
D||Software
"E Technology

@@ W



NNNK Mo (]

h

15:12
12/09/2016

| &=

o

N X ccl5-ptt (1).pdf

\x Export Administration Rec & ' x

Commerce Control List

CATEGORY § -
TELECOMMUNICATIONS AND
“INFORMATION SECURITY”
Part 1 - TELECOMMUNICATIONS

Notes:

1. The control status of “components,” test
and “production” equipment, and “software”
therefor which are “specially designed” for
telecommunications equipment or systems is
determined in Category 5, Part 1.

N.B.L: For “lasers” “specially designed” for
telecommunications equipment or systems, see
ECCN 64005.

N.B.2.: See also Category 5, Part 2 for
equipment, “components,” and “software”,
performing or incorporating  “information
security” functions.

2. “Digital computers”, related equipment
or “software”, when essential for the operation
and support of telecommunications equipment
described in this Category, are regarded as
“specially designed” “components,” provided
they are the standard models customarily
supplied by the manufacturer. This includes
operation, administration, maintenance,
engineering or billing computer systems.

A. “END ITEMS,” “EQUIPMENT,”
“ACCESSORIES,” “ATTACHMENTS,”
“PARTS,” “COMPONENTS,”

5A001 Telecommunications systems,
equipment, “components” and “accessories,”
as follows (see List of Items Controlled).

20/ 1

Supplement No. 1 to Part 774

AT applies to entire entry | AT Column |

Reporting Requirements

0% ¥, X Nevo.co.l

Category 5 - Telecommunications—page 1

A license is
required  for all
destinations, ~ as
specified n
§742.13  of the
EAR. Accordingly,
a column specific
to this control does
not appear on the
Commerce Country
Chart (Supplement
No. | to Part 738 of
the EAR).

Note to SL
paragraph:  This
licensing
requirement  does
not supersede, nor
does it implement,
construe or limit
the scope of any
criminal  statute,
including. but not
limited 10 the
Omnibus Safe
Streets Act of 1968,
as amended.
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Commerce Control List - Index Supplement No. | to part 774 - Index |

ALPHABETICAL INDEX
TO THE COMMERCE CONTROL LIST

This index is not an exhaustive list of controlled items.

Supplement No. 4 to Part 774 - Commerce Control List Order of Review
identifies the steps to follow when reviewing the Commerce Control List.

Deseription ECCN Citation

Ablative liners, thrust or com ) ; 9A619¢, e
Abrin. C3514d1

Absolute reflectance measurement equipment B004.a
Absorbers of electromagnetic waves Co01
Absorbers, hair type .. l.aNote l.a

Accelerometer axis align stations
lerometer test station
Accelerometers & components there
Accelerometers & accelerometer components.
Acoustic beacons ..
Acoustic beam formin .
Acoustic hydrophone arrays, towed 6A001.a.2.b
Acoustic location & object detection system: x anc 6A001a.1b
Acoustic, marine, terrestrial equip
Acoustic mounts, noise reduction equipment for vessels
Acoustic-optic signal processing devices
Acoustic positioning systems
Acoustic projecte
Acoustic seabed su

or military not on USML ..
Acoustic underwater commun

Acoustic vibration test equipment .9B006
Acoustic wave device: Z3A001e
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Accelerometers and Gyroscopes
Case Study

The State Department determined in
1993 that the chip, used in the guidance
system of the Maverick missile, ‘has
significant military utility.” That put the
devices on a list of products that require
a license for foreign sales.

According to the State Department
charges, between 2000 and 2003 Boeing
shipped overseas 94 commercial jets
with the QRS-11 gyrochip embedded in
QRS-11 GYROSCOPE the flight boxes, including 19 to China.

In April 2006, The U.S. State Export of listed (ITAR) defense items to

Department reached a setflement | China is specifically proscribed.
with the Boeing Company that
resulted in fines of $15 million for - The Seattie Times, April 8 2006

export control violations. wwi bis.doc gowtomplianceandenfoeemeant’

— |
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